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EXECUTIVE SUMMARY

The LEADS project holds a critical role in enhancing European competitiveness in the area
of Advanced Digital Skills. The initiative aims to provide substantiated insights and recommen-
dations on skills that will help policy makers and other private and public institutions understand
where to invest and why. LEADS is generating new knowledge through analysis of a wide array
of data sources, generating additional new data regarding the supply and demand of Advanced
Digital Skills (ADS). As a result, LEADS has proposed an ADS Framework, which includes identify-
ing technology areas, skills, and job roles.

This report builds on the ADS Framework proposed by LEADS, analysing the demand for
ADS skills and forecasting its growth over the next five years. The final version of this report
will complement these findings by projecting the future demand for ADS skills in three different
scenarios, leading to a refinement/validation of the forecast model enriched by new primary re-
search-based data.

Through the analysis of LEADS methodology and data, it becomes apparent that most ad-
vanced digital skills, specifically in Al and Data Science, will register a significant growth in de-
mand over the next five years. This growth will drive the development of adjacent areas such as
Cloud, loT, and Cybersecurity. However, given the current labour market and the existing talent
and skills gap, meeting the demand for a workforce possessing these advanced skills will be a
significant challenge not only for Europe but on a global level.

Thus, the LEADS project’s findings highlight the critical need for investment in skills de-
velopment to meet the demand for advanced digital skills. This report will serve as a foundation
for policy makers and other private and public institutions to understand where to invest in the
development of skills required to enhance Europe’s competitiveness in the global market.
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1. INTRODUCTION

LEADS is a project of paramount importance for the future of European competitiveness.
Technology has been an asset for companies for many years, but in the last 5 to 10 years, adopt-
ing IT is no longer a choice, but a need. The shift towards Digital Transformation, lower costs of
many technologies that were previously affordable for large corporates, supply chain disruption,
need for sovereignty, cybersecurity attacks, economies of scale, servitization, social media, 5G,
the request for real-time reaction..have all increased the demand for IT. Adoption of technol-
ogies, in particular emerging technologies, is not straightforward, and many factors can drive
or prevent such adoption. One of the main barriers is the availability of skills and retention of
talent. While in the past small companies were more likely to experience these difficulties due
to limited resources (and the inherent difficulty in hiring people with the required skills), nowa-
days this problem affects companies across almost every sector due to the increasing demand
for, and the shortage of professionals to cover the available positions. This gap between supply
and demand is increasing for IT-based profiles. Data, Al or Cybersecurity specialists are needed
in a wide range of organizations, whether public or private and covering a wide range of sectors
(energy, agriculture, mobility, manufacturing, tourism, etc). Globalization and in particular the
acceleration of teleworking or homeworking as a result of the COVID-19 crisis has also created a
playground where companies from all over the world “fight” for the best people regardless of the
country where they are located. Technologies like Al also have enormous potential to shape the
workforce in the next 5-10 years. While some jobs or profiles may suffer a growth in the beginning
because of increase of the demand for specific products and services as a result of Al applica-
tion, they may fade away when the demand is saturated. Other jobs may directly be replaced or
removed, and new skills will come into play to adapt to the new labour needs. This will still take a
few years to be realized.

LEADS will not address all the angles of this complex picture because it would not be real-
istic due to limited resources but will provide substantiated insights and recommendations that
will help policy makers but also private and public institutions in the skill supply and demand side
to understand where to invest and why. In particular, LEADS is generating new knowledge as a
result of the analysis of a wide array of data sources and the generation of additional -new- data
regarding the demand and the supply of Advanced Digital Skills (ADS). WP1 focuses on the deep
understanding of the demand, and for this, the proposed approach includes the following works:
i) elaboration of the LEADS ADS Framework (considering the baseline of existing skills frame-
works), including the identification of technology areas in scope for our study, skill pockets or
groupings within those areas and job roles, i) assessment of the demand for ADS skills and initial
forecasting, andiii) projection of future demand for ADS skills in three different scenarios, lead-
ing to a refinement/validation of our forecast model enriched by new -primary- data.
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D11 presented the proposed framework; D1.2 revises the framework based on feedback
from external communities and provides the initial demand assessment and forecasting, as de-
tailed in section 1.2.

11. TARGET AUDIENCE

The first draft of ADS Demand and Forecast Report targets multiple audiences, including
policy makers within the European Union, education leaders, local governing bodies with respon-
sibilities in education and members of the technology industry community who are interested
in understanding the impact that technological advancements will have on advanced ICT skills
and the future of the IT education industry. The project aims to provide these stakeholders with
insights into the future demand for a set of identified advanced digital skills (see definition of ad-
vanced IT skills on D11), based on several market indicators, and to help them understand where
the European Commission and MS should focus their efforts to develop policies that will support
the growth of IT education in the regions.

The project is particularly relevant for policy makers within the EU who are responsible for
shaping the education policies and digital agendas of their countries. The LEADS project can help
these individuals to identify potential gaps in the IT education industry and develop policies that
will address these gaps. Additionally, education leaders and local governing bodies can use the
insights provided by the project to make informed decisions about the allocation of resources
and the development of IT education programs that will meet the needs of their local communi-
ties. Ultimately, the LEADS project can help ensure that the IT education industry in the European
Union is better equipped to meet the demands of the future and mitigate potential bottlenecks
in the education system

1.2. CONTENT AND RELATIONSHIP TO OTHER PARTS OF THE PROJECT

The first draft of ADS Demand and Forecast Report is part of WP1 and builds on the output
of D11 (ADS Framework), using the established skills taxonomy and framework to collect data on
advanced digital skills demand through both secondary and primary data sources. The method-
ology leverages population statistics, economic growth statistics, and predictions, labour force
and employment rates, age distribution, national and international IT workforce statistics, tech-
nology spending and predictions and a designed survey to assess the market demands for the
identified advanced skills.

This is the step prior to conducting a final forecast of digital skills demand in Europe for the
next 5-7 years, using scenario analysis. Overall, the first draft of ADS Demand and Forecast Re-
port is an important intermediate step in the project, as it provides the indicators and approach
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needed to generate forecasts of digital skills demand according to different -potential- scenar-
ios. Without the demand mapping of this report, the final forecast that will be published in D1.3
(final version of this report) would not be as accurate or reliable.

Beyond the work developed in WP1, the skills framework, demand assessment and fore-
casting will be embedded into the work developed within WP2 (Programme and course mapping,
gap analysis and validation). In addition to developing a programme and course mapping across
the EU, WP2 will utilise the data collected on WP1's demand assessment and forecast to analyse
the ICT educational landscape across the region and identify potential knowledge and skill gaps
that exist or may emerge if insufficient subjects are addressed, which will result in a gap analysis
between market demand for certain advanced digital skills and subjects being covered in higher
education and specialised IT training courses.

Results uncovered by the work developed within WP1 and WP2 will then be used for the
provision of recommendations and guidelines to increase excellence of ICT learning programs
across European Member States, to increase collaboration between education stakeholders,
industry, and government, and to help improve the attractiveness of the technology sector for
learners so future skills bottlenecks can be mitigated.
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2. ADS FRAMEWORK UPDATES

This section takes the framework from D11 and refines some elements, as outlined in that
document. No major changes are presented, but some impact coming from the various external
sources from which we got feedback.

2.1 FEEDBACK FROM EXTERNAL EXPERTS (WORKSHOP 15/12/2022)

LEADS partners contacted several experts in the initial phase of the project, resulting in
the organization of a workshop on December 15, 2022, aimed at gathering feedback from experts
on the current version of the framework. The workshop attracted 40+ experts in different tech-
nologies (50+ registrations), and especially in Bl/Data science, Cloud, loT and Al, thanks to wide
dissemination performed by partners and with the active support of associations like AIOTI and
BDVA (See Annex 2 of D11 for more information).

Three different sessions were run in parallel during the workshop, each focusing on one or
two technology areas depending on the assigned expertise of each participant (one for Al, one
for loT combined with Cloud and another session for Bl/Data Science skills). Miro was utilised
as a collaboration tool so each of the experts could participate in the exercise and input their
thoughts about the framework.

Through the workshop, the LEADS consortium collected over 200 different inputs from the
participants and explained the key developments of the project. Prior to the event, participants
were given the definitions list of all the skills details and were asked to identify gaps in coverage,
as well as to assess whether the level of detail that had been reached with the project was satis-
factory to fulfil the proposed scope of technologies and mapping of advanced skills.

Artificial Intelligence

During the workshop about Artificial Intelligence, participants provided a list of valuable
skills suggestions that are part of Al development. Some of the recommendations made by the
attendees include the need for better understanding of federated learning, big data tech-
niques, and continual learning. Moreover, the participants emphasised the importance of data
governance architectures, risk management for operational Al, and compliance, gover-
nance, legality.

The workshop attendees also expressed their interest in learning more about data visuali-
sation tools and development, formal logic, and anomaly detection. It is worth noting that these
skills pockets are already covered in other parts of the LEADS framework (especially under B/
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Data Science and loT), indicating the framework’s comprehensiveness and the importance to un-
derstand the overlap of different skills pockets within the framework.

Although valuable, some of the inputs were deemed not to have achieved a sufficient level
of granularity that the LEADS project is aiming to cover with its skills framework. Some of these
suggestionsinclude ML Ops, Al Ops, and experimenting tools. Additionally, the participants men-
tioned machine learning in general, generative models and Trustworthy Al as areas of interest.
Some of the topics were considered of too generic nature in order to be aligned with other skills
already highlighted by the framework or already included somehow as part of the LEADS frame-
work’s specific skills pockets. After the session, the LEADS consortium agreed on the inclusion
of Sustainable and Socially Responsible Al under “Al Sustainability” as a vital skill inits frame-
work. This inclusion aims to ensure that capabilities under the LEADS framework cover emerg-
ing areas of sustainable development, considering the impact on the environment and society
which had been mentioned several times during the workshop. The skills associated with Al
sustainability would include areas such as data ethics, privacy, and fairness, as well as envi-
ronmental sustainability considerations, such as energy efficiency and reducing the carbon
footprint of Al systems.

Business Intelligence/Data Science

During the Business Intelligence/Data Science session, participants provided the consor-
tium with suggestions to enhance the LEADS data science skills list. These suggestions include
Federated Learning, Security and Privacy Data Analysis, Data Science Project Planning, Predictive
Analytics, Different Levels of Interoperability, Distinction between Structured and Unstructured
Data Skills, Data Ecosystems and Management Governance, Image Processing, and Federated
Analysis. Although some of these topics were not so explicitly represented in the framework,
they were already considered as part of the defined skill pockets of LEADS, and therefore as-
sumed as included in the framework.

loT & Cloud

During the loT and Cloud session, participants provided the consortium with suggestions
to enhance our skills details for those areas. However, some of the suggestions were already
covered in other skills pockets throughout the LEADS framework (it is worth noticing that par-
ticipants could see and discuss the skills under a specific Technology Area and not the others).
Some of these suggestions include Tiny ML Applications (included in ML development), Scal-
ability and Digital Twins (covered in lot Data Management & Storage), loT Virtualization, Orches-
tration, Cognitive Knowledge Management (Covered in Al Development and Deployment skills),
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Data Sharing between devices and Application Consideration and Systems on a Chip (Covered in
loT Embedded hardware/software skills).

Participants have also given suggestions related exclusively to cloud skills. Some of these
suggestions include Serverless Architecture (already covered in cloud architecture skills), Pro-
gramming models, and languages (generally covered in application development skills), Slicing
(Covered within cloud storage and datacentre development skills), and Intelligent Decision Sup-
port Systems (Covered in Cloud Performance Management).

With the help of the workshop, the LEADS consortium identified loT Application Orches-
tration and Robotics skills as some of the gap areas in the loT framework. These areas were
seen as important components and will be included in the coverage of the framework. loT Appli-
cation Orchestration is aimed at providing a platform for the development and management of
loT applications, while Robotics involves the use of robotic systems in loT development. By con-
sidering the inclusion of these gap areas into the loT framework, the LEADS project would pro-
vide a more comprehensive approach to the requirements of advanced skills in [oT. The results of
these add-ons to the ADS Framework are reflected in the diagrams included in Annex .

2.2. FEEDBACK FROM THE LEADS STEERING COMMITTEE

After the first draft of the LEADS Framework report was delivered in December 2022, a
round of revisions conducted by the project’s steering board in January 2023 provided additional
feedback on the technologies and skills sections of the framework. The feedback highlighted the
need to clarify the Artificial Intelligence section of the framework. Reviewers expressed the belief
that process automation should be a category. The paragraph in question was deemed incom-
plete as it only references IT-only processes and operations. Process automation was grouped
within Al for quantification purposes, as IDC’s Al tracker includes process automation use cases
and is not fully detachable from the dataset. The reviewers recommended expanding the tax-
onomy of job roles within the LEADS project to incorporate non-IT job roles. However, the LEADS
framework focuses on identifying advanced digital skills that will be in high demand over the next
few years within the IT sphere. As a result, most of the job roles included in the LEADS taxonomy
are ICT-related positions, and the framework does not aim to include more digital skills for non-
ICT professionals at this stage of the research. To narrow the scope of skills and capabilities, the
framework excluded areas of a more basic level, allowing the project to concentrate on critical
areas that need attention.

The feedback also covered some specific questions related to the cybersecurity and loT
tracks of the framework. For example, there was a question about whether cloud security should
have its own topic or be integrated into other sub-tracks. There were also suggestions to con-
sider merging security analytics and security forensics in one topic and adding cybersecurity
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operations as a field. Furthermore, the feedback recommended considering adding robotics as
a field of IoT and exploring the possibility of merging it with adaptive learning. Outcomes of this
analysis are explained below.

2.3. REVISED ADS FRAMEWORK

The revised version of the LEADS framework includes some of the valuable suggestions
provided by experts during the LEADS workshop held in December 2022 and the Steering Com-
mittee feedback from January 2023. After analysing over 200 different inputs received during the
brainstorming sessions of the workshop, the revised ADS framework includes advanced skills
related to loT Application Orchestration and Robotics. Furthermore, the LEADS consortium
has identified the need to include advanced skills related to cloud, Al and loT sustainability to
this new iteration.

Cloud and Al sustainability skills are becoming increasingly important in the tech industry
as companies seek to reduce their environmental impact and ensure ethical use of data. The
LEADS framework, after gathering feedback from experts, has included Sustainable and Socially
Responsible Al under “Al Sustainability” as a vital skill. This skill encompasses areas such as data
ethics, privacy, fairness, as well as environmental sustainability considerations like energy effi-
ciency and reducing the carbon footprint of Al systems.

Another criterion for inclusion of the inputs received during the workshops and brainstorm-
ing sessions was whether the mentioned advanced skills were quantifiable through the LEADS
methodology approach (please refer to the Methodology section 3.1). The inclusions in the ADS
framework can already be seen reflected in the demand assessment, forecasting and predic-
tions included in this document.
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3. INTERCONNECTING SKILLS ACROSS IDENTIFIED
TECHNOLOGY AREAS

One of the goals of LEADS and in particular WP1, is to provide insights on technology trends
and infer the effects that technology evolution will have on the demand for ADS. The skills frame-
work proposed in D11 and refined here thanks to the feedback previously described, shows a
granular identification of skills under Technology Areas that are characterized by a high demand
(as one of the selection criteria). However, when looking at future demand and the forecast anal-
ysis of LEADS, it is worth deepening the understanding of such trends because some skills could
evolve, merge and new others (for which figures and maybe definitions do not exist yet) may
emerge in this fast-changing landscape. As we point out, current taxonomies, classifications
and studies do not account for these changes and a quantitative approach cannot be adopted
yet, but LEADS presents here a descriptive overview of major technology trends that may im-
pact skills in the short-to-medium term, including the Computing Continuum, bringing togeth-
er Cloud, Edge and IoT, the relationship between data and Al and in particular the momentum
around data sharing, and the growing path of Quantum Computing.

3.1 COMPUTING CONTINUUM: FROM CLOUD TO EDGE TO 10T

Currently, Edge technology is expanding across various industries as it allows for advance-
ments in areas such as automation of equipment, increased safety and reliability, and full digital
integration of resources enabled by IoT developments. The integration of loT and Al in specif-
ic sectors such as manufacturing or utilities is driving significant spending in Edge Computing:
Worldwide spending on edge computing is expected to be $208 billion in 2023, an increase of
1319 over 2022 . The convergence of Cloud and loT within a computing continuum is a result of
advancements in enabling technologies, such as the development of more intelligent and capa-
ble devices and federated Al architectures, as well as intelligent and programmable networks.
Moreover, the current development and pricing of computational power, must be considered a
push towards Edge Computing taking over from |oT, thus leaving larger and larger parts of the
computation to the individual unit.

LEADS collaborates with several EC-funded projects in the domain, such as EU-loT, support ac-
tion building ontop of the NGloT results, and the initiative EUCloudEdgeloT.EU, which comprises several
projects that provide a better understanding of both the supply and the demand side in the Computing
Continuum. These initiatives along with its partners have recently published major insight regarding
drivers and barriers for the adoption of such technologies based on advanced skills shortage. Accord-
ing to IDC multi-cloud Survey skill shortage is the second biggest barrier for cloud adoption according
to 24% of the respondents while the lack of available skills in the organization was ranked among top
barriers for IoT adoption according to the IDC European 5G and IoT Survey, 2022 .
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As aresult, LEADS scope on this matter reflects that the connection and relation between
Cloud and loT/Edge Computing is significant, especially considering the inability of loT/edge to
exist without the Cloud. Even though the initial scoping of technologies was done according to
the methodological approach mentioned in Deliverable D11, referring to the division of the Frame-
work into Technology Areas, there is a practical and purposeful need to show the interconnec-
tions within ADS from different technologies area, specifically when it comes to Cloud-Edge-loT
(CEI) continuum. Consequently, the convergence of IoT and Cloud skills into the highly demand-
ed and technological enabled CEl demands will be reflected in the CSA's current and future work.

While at this present Deliverable stage’s the demand forecast will identify both Cloud and
loT technologies and demanded job roles separately, towards the definitive final report (D1.3)
there will be a more comprehensive analysis of how investment is being directed into the conver-
gence of bot technologies. Likewise, the re-grouping of ADS belonging to different Tech Areas,
under a common CEl skills pocket, will also serve in the future toillustrate the upcoming need for
interrelated tech areas into the Continuum. These different methodological procedure has al-
lowed a granular analysis of currently and future demanded ADS while enabling in the short term
the re-valorisation of the present classification to reflect not only the current and future demand
in existing roles within specific technologies but on those yet to come.

3.2 DATA, Al AND DATA SPACES

While in the last years there has been a focus on data analytics and data-driven decision
making, this field is being enriched nowadays by new trends. In particular, while data analytics is
stillatapeak, the need for data as the basis for future Al-enabled applications has pushed forward
many actions around data sharing. In particular, in the last years the EC has released relevant
regulations (Al Act'in April 2021; Data Governance Act? agreed by legislators in November 2021;
Data Act®in February 2022) accompanied by support for the concept of “data spaces” as trust-
ed environments where data providers and consumers can share their data in a sovereign
way, i.e. keeping the control of how data is used and therefore being able to decide who access-
es data, how and for which purpose. This momentum around data spaces is accelerating the de-
velopment of technologies, governance models and standards in connection with the underlying
infrastructure based on a federation of computing resources in compliance with the Computing
Continuum concept explained in the previous section. While interoperability between sectors is
one of the paramount areas of work nowadays, specific actions are under development to foster
data sharing in specific vertical industries with high economic or societal value for the EU (e.g.

Thttps:/leur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206
2 https://ec.europa.eu/commission/presscorner/detail/en/IP_20_2102

5 https:/lec.europa.eu/commission/presscorner/detail/e?%20n/ip_22_1113
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manufacturing, green deal, mobility, smart cities and communities, tourism, agriculture, media,
health and even skills). This data sharing trend will act as catalyst for demand of data-related
skills that will go hand-in-hand with the development of Al applications and services. As an
example, only a very small proportion of public organizations have a fully deployed initiative of
data sharing. The main barriers for this are data security, trust and working culture.

Thus, the trends that may shape the demand for these skills in the next five years are:

- As more and more data is generated (not only structured data but also text, images, vid-
eos, etc), there will be an increased need for professionals who can first integrate data
and then analyze and interpret this data to provide insights that can inform business
decisions. Experts in data integration and curation will be required. The variety of data
will demand experts for image processing and NLP. However, as data becomes increasing-
ly important for business decision-making, there will be a growing need for professionals
who can communicate data insights effectively to non-technical stakeholders which will
require professionals with skills in data visualisation and communication.

An increased focus on data spaces to enable the sharing and analysis of data across or-
ganizations and industries will demand skills in interoperability, standards and harmo-
nization. Data spaces will be critical for enabling the development of new Al applications
in all sectors.

Greater emphasis on data governance and data privacy: with the complexity of data
sources and data spaces, there will be a greater emphasis on data governance and priva-
cy and on the ethical considerations surrounding the use of these technologies. This will
create a demand for professionals who can develop and implement data governance
policies and procedures, as well as manage data privacy risks.

Overall, the next five years are likely to see significant advancements in the field of Al and
data science, with a particular focus on ethical considerations, natural language processing, im-
age processing, interoperability, data curation and integration, and deep learning so that the de-
mand is likely to continue to grow significantly in the next five years.

3.3. QUANTUM TECHNOLOGIES: AN EMERGING FIELD

While the common media references on Quantum tend to refer to Quantum Computing,
technologies across Quantum can be separated into the following distinct areas:

« Quantum computing: development and application of quantum processors based on qu-
bits.

« Quantum communications: development of quantum networks, encryption and cryptography
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« Quantum sensors and metrology: leveraging the sensitivity of quantum states to detect
miniscule variations in electromagnetic fields, temperatures, and quantum imaging.

Within this grouping of technologies there is a present variety of maturities; areas like that
of quantum encryption and quantum key distribution area deployed on the market while quan-
tum teleporting, temperature quantum sensors and commercial computers are still in nascent
phases. Added to this is the interdependencies, whereby quantum algorithms exist and are the-
oretically feasible, but they are limited by the maturity of the quantum processors to be able to
apply them. There are, however, immediate benefits being realised through the application of
guantum-inspired algorithms on convention computing systems with methods such as quantum
annealing and quantum approximate optimization algorithms (QAOA) which can deliver greater
efficiencies, accuracies and performance on calculations compared to traditional algoritnms.

The growth of this area, and the increased number of investments is reflected in the rela-
tive growth in talent demand.

Throughout the scoping and engagement of the LEADS project, the consistent outlier in
terms of the technology areas has been that of Quantum Technologies (QT). We are at a second
quantum revolution that brings the practical application of this field into focus. Between
2015 and 2022, investment into quantum technologies grew more than tenfold. The quantum
computing market is expected to grow at a CAGR of 36%, from EUR 412 million in 2020 reaching
EUR 8.6 billionin 2028 . The number of European quantum start-ups has grown from only a hand-
ful in 2015 to 147 in 2022 and continues to grow as new advancements and developments are
made. Overall, investment into quantum technologies, both from the private and public sectors,
has totalled over USD 35.5 billion surpassing other emerging technologies at such an early stage
of development.

Quantum is a key priority for policy makers across the globe, and the race to develop ca-
pacities, develop markets and benefit from spill over effects is evidenced by the mobilisation of
key strategies to secure research excellence and industry capacity through mechanisms like the
Quantum Flagship within the EU, the funding of the development of secure communication in-
frastructure (EuroQCl) through the DIGITAL programme and the development of hybrid quantum
capacities and excellence centres through the European High Performance Computing Joint Un-
dertaking (EuroHPC JU) which builds on European, National and private funding.
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Figure 1: Worldwide public investment into Quantum (source: Qureca 20224)

Both the US and China are actively investing in and developing quantum computing strate-
gies. The US passed the National Quantum Initiative Act in 2018, investing over $S3 billion in quan-
tum computing initiatives, while China has invested over $10 billion in building the world’s largest
quantum research facility. Other countries, such as Australia and the UK have formed alliances to
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share technological advances in fields like Al and quantum computing.

Because Quantum is an emerging field and figures about the past do not exist, it is
hard for LEADS to make comparisons and forecasts as the project does for other technology
areas. The methodology for the demand assessment and forecast will therefore be different in

this case, as described in section 4.

4 Defining the quantum workforce landscape: a review of global quantum education initiatives (2022) Qureca
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4. LEADS DEMAND AND FORECASTING ANALYSIS

4.1. METHODOLOGICAL APPROACH FOR SKILLS DEMAND AND FORE-
CASTING MODEL

The LEADS project aims to measure the current and future demand for advanced digital
skills in Europe. The methodology of the project involves the use of multiple sources of data to
establish a correlation between different use cases and the need for human capabilities covering
these.

For the demand assessment and forecasting analysis, the project team established a cor-
relation between the framework of identified advanced digital skills with over 150 market use
cases that reflect how the industry is allocating financial resources to develop the Al, |oT,
Cybersecurity, Business Intelligence/Data Science, Cloud Computing and Quantum markets
in software, hardware, and services. The current approach enabled the consortium to gain an
understanding of the specific skills required for different use cases and the growth potential of
these skills based on expected industry development, which ultimately allowed for a more quan-
tifiable approach to model the future demand for such capabilities.

The ADS Demand Forrecasting Diagram

Identified skills groupings details Identified skills groupings details
to be assessed to be assessed
Demand assessment Emolovment
and forecasting of forecsst?;w ook
skillsbasedonuse =TT T got]

cases , reles

Relationship 7 :
mapping between Data collection
ADS skills and jobs c developed by WP2

roles :

GAP Analysis
between demand
and supply of skills

Figure 2: Methodology for ADS Demand and forecasting
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To reach the current estimates, partners leveraged the detailed information in use case
expenditure provided by IDC trackers as a proxy to estimate the growth of skills in different
technology areas. The team identified that some of the use cases used for the modelling also
overlap with other European Commission-led projects such as the EUCloudEdgeloT.eu. These
common denominators between different projects enabled LEADS to ensure that relevant mar-
ket development examples were being selected to validate its findings and establish a level of
synergy between different EC-led research projects.

In summary, the LEADS approach for quantifying skills is demand-driven, as explained
below:

» Technology and Technology sub-market. If a certain technology or technology sub-mar-
ket is in high demand and experiencing high growth, the skills related to that technology
(market) are deemed relevant for additional detail.

» Use case. Skills definitions are linked to use cases where demand and demand growth
can be quantified or estimated.

« Industry. Certain skills are related to a specific industry, or a sector of industries. Where
the demand for the respective industries could be quantified or estimated, the related
skills are deemed relevant for additional detail.

The LEADS project methodology involves the use of multiple publicly available sources
of dataincluding IDC trackers, Bureau of Labor Statistics, Eurostat, and ILOSTAT, OECD data
and other competence frameworks (such as EC-F and NICE). It is important to take into con-
sideration that the LEADS framework has a more detailed level of coverage when compared to
the EC-F and NICE, and focuses on advanced digital skills whereas these cover a broader set of
competences on a higher level.

Additionally, a benchmark with skills development roadmaps from third party training
providers was done to establish the correlation between different use cases and the need
for human capabilities covering these. However, the primary source for quantification of tech-
nology demand has been proprietary market data from IDC, especially when it comes to industry
or use case specific skills.

It is important to mention that the current stage of LEADS findings still does not include
the outputs of the LEADS survey which will be incorporated into the final analysis and reflected
in D1.3, the final version of this deliverable. For more information about the survey, please refer to
chapter 4.6 of this document.

The current demand and forecasting assessments for identified advanced skills in
LEADS are presented in indexes as an approach to add a quantification layer to its demand.
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4.2. LINKING THE JOB ROLE TAXONOMY TO RELATED SKILLS

The LEADS project established a taxonomy of different ICT related job roles that are like-
ly to have advanced digital skills as part of their capabilities, defining a correlation between a
base-layer of job roles and parallel job role taxonomies (for more information, please refer to the
D11 - Demand Assessment Framework document).

The correlation between job roles and skills aims to add another layer of quantifica-
tion to LEADS estimates by using IDC’s job role forecasting, employment data from Eurostat
and other secondary sources, and understand if the identified growth in skills demand will be
matched with the expected growth in employment for certain roles.

It is important to mention that although the LEADS framework covers a list of 80+ ad-
vanced digital skills details grouped into 30 skills pockets spanning across six technology areas,
it does not aim to measure the level of competence in each of these skills for each job role.
Therefore, the correlation between job roles and skills has been done on the technology area
level only, which enables the project to have a top line view of the employment demand at the
skills pockets level.

The current level of comparison between roles and capabilities has allowed LEADS to:

« Correlate job roles with skills by estimating the number of job roles and headcount re-
lated to different technology areas.

» Understand the current level of demand for job roles and installed capacity of talentin
the European ICT market.

* Assess the potential employment growth for the base layer of job roles and whether
the hiring speed will match the growth in demand for different skill areas based on specif-
ic use cases.

4.3. MARKET INDICATORS: BASELINE

As explained in the methodology section, one of the key building blocks for the LEADS
demand assessment and forecasting of advanced skills is the use of different IDC’s Spending
Guides. Spending Guides provide a framework to categorise and relate different technology ele-
ments within their correspondent dynamic markets and are broken down by different technology
areas such as Al |oT, Big Data and Analytics.

In IDC spending guides, market definitions for industries and related spending forecasting
are broken down into several use cases which are an integral part of how the LEADS project can
take a quantifiable approach to understand the future growth in demand for advanced skills.
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Industry use cases, when summed together, form an addressable market for a certain tech-
nology and provide a quantifiable market size and expenditure in different geographies, deploy-
ment types (e.g., cloud or on-premises) and industry sectors (e.g., banking, retail and health-
care).

To reach current estimates for LEADS, over 150 different industry use cases have been
evaluated for the six covered technology areas, enabling a more granular approach to link-
ing actual industry usage of technology, needed advanced skills to fuel technology devel-
opment and expected investments to develop the adoption of new systems. A detailed list of
all of the analysed IDC Spending Guides for the LEADS project can be found on D11 ANNEX 1: List
of TECHNOLOGY Taxonomies.

Below is an example of use cases analysed to estimate the demand of Healthcare specific
loT implementation skills in the LEADS project:

Use cases mapped
with market
Technology Skills q q forecasting N
area grouping Skills detail data for the Use case definition
correspondent
skill detail
loT systems that support hospitalized patients whose
physiological status requires close attention. In this use
case these patients can be constantly monitored using
loT-driven, noninvasive monitoring. This type of solution
Bedside Telemetry | employs sensors to collect comprehensive physiolo-
gical information and uses gateways and the cloud to
analyze and store the information and then send the
analyzed data wirelessly to caregivers for further ana-
lysis and review.
The Health & Wellness use case bridges healthcare
payer and consumers with loT technology that moni-
tors an individual's physical condition. By allowing ac-
H cess to health indicators such as heart rate, glucose
ealth and ¢
Wellness levels, blood oxygen concentration, or movement (eg.
IoT foot;teps),_healt_hca(e payers incentivize participants
Applications Healthcare - _IoT e.g.increasing price dlscountsllqwer monthly insurance
skills implementation premiums. Devices can be activity based wearables
such as fitness trackers or smart watches.
Hospital asset tracking is a solution that locates high
value medical assets within a medical facility enabled
by pervasive wireless LAN (WLAN) networking and bea-
Hospital Asset cons or active RFID (RTLS) associated with each piece
Tracking of equipment, person or tracked item (i.e. high value in-
ventory like medicine...or a baby!). The solution typical-
ly integrates with ERP, hospital inventory management
and work management.
Home or remote healthcare that uses the loT technolo-
gy platform to improve quality of life and care through
Re&woo;ﬁ;ﬁ%th accurate and focused medical home monitoring. Typical
devices considered are glucometers, blood press cuffs,
oximeters, and data gateways.
Table 1: Health-related use cases for 0T (Source: IDC)
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In addition to enabling LEADS researchers to establish a common approach to quantifying
advanced skills in different technology areas, use cases represent the real application of tech-
nology and human resources throughout different industry sectors and were identified as a suit-
able variable to assess the future growth in demand for specific skills.

Therationale behind the utilisation of use cases in LEADS demand and forecast of advanced
skills factors is market growth and expenditure in such use cases, level of automation, deploy-
ment type and the consequential need for human skills for implementation, modernisation and
continuous operation of these functions.

Understandably, many of the use cases identified overlap with several of the advanced
skills mapped within the LEADS framework and may influence the demand of multiple com-
petences at the same time. This overlap has been taken into consideration when estimating the
demand for each of the skills details and groupings highlighted in the framework.

4.4. PRELIMINARY TRENDS AND SKILLS DEMAND FORECASTING

Section 4.4 presents the initial results of the demand assessment and forecasting devel-
oped by LEADS after the analysis of different data sources and following the specified methodol-
ogy. This applies to all the technology areas defined by the ADS Framework apart from Quantum
Computing, where the lack of associated figures due to the recent emergence of the quantum
paradigm prevents us from following the same approach. As a result, we include Quantum as the
last sub-section in 4.4 describing the path that LEADS will follow jointly with the expert commu-
nities.

The following picture represents the future market demand (2027) with respect to the de-
mand based on data from 2022, providing a general overview of the growth for the demand of the
skills represented in the LEADS framework. It can be noticed that most of them will experience
a notable growth, with those skills related to Al and data analysis being the ones with more
prominent demand growth, followed by cloud and IoT. In the following sections we provide the
main insights derived from the quantitative assessment carried out by LEADS for each of the
technology areas with the caveat about Quantum, as mentioned before.

Note: The x-axis index serves as an indicator of demand growth for the skills pockets and details highlighted on the LeADS
framework both at present and over the next 5 years. The skills demand index does not directly reflect the number of headcount/pro-
fessionals related to these skills as these may pretrain to multiple job roles and may also be acquired through the reskilling of current
ICT professionals. Instead, it aims to showcase the appetite of the industry for certain advanced capabilities based on technology
adoption and growth of investments in underlying use cases.

The initially considered baseline indicator for all the skills is 100. However, indexes may be above (ie. 110 for certain cyberse-
curity skills that are currently experiencing high demand) or below 100 (ie., 90 for certain infrastructure skills that benefit from a high
level of automation). A substantial index growth (ie. For Al Application Development from 100 in 2022 to 404 in 2027) indicates that
the industry will need a substantially higher amount of these ADS skills than it currently possesses to fuel technology adoption and
enhance use cases going forward.
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Figure 3: Current vs Future market demand of ADS

4.41.CLOUD

Our preliminary findings through the LEADS assessment and forecasting indicate that de-
mand for skills related to all skills pockets in the area of Cloud Computing are expected to show
substantial growth in the short to medium term increasing by almost two or three times in most
cases. This is a reasonable finding since most ICT applications and services are riding the “vir-
tualization wave”, thus, the shifting of software and services designed to run on centralised or
distributed datacentres is expected to continue at an evolving pace. This is also related to the
fact that cloud technologies are entering an era of maturity, which is also evident through

our findings that show that baseline technologies for cloud solutions/software development

present the lowest skills demand growth rate in this area (projection for about 180% growth)
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compared to other skills pockets that relate to more advanced technologies that are need-
ed to increase the efficiency, scalability and interoperability of cloud solutions. Due to the
fact that cloud technologies have been researched for several years, mature and widely adopted
solutions (in terms of hardware and software frameworks) related to their deployment and oper-
ation are causing a steadily increasing demand for skills that are required to develop cloud na-
tive applications, monitor and manage their performance and apply migration techniques.
Similarly, security and identity management are also supported by mature frameworks but due
to their increased importance for trustworthy services they yield a slightly higher forecasted de-
mand for skills related to these skills pockets.

Cloud interoperability is expected to double demand for skills related to Multi/Hybrid
cloud interoperability and orchestration, which is the third fastest growing demand in this
area. The second fastest growing demand (with an expected demand growth rate above 200%)
according to our findings is related to skills required to develop improved cloud architectures
exploiting latest trends in orchestration frameworks. Due to their wide support by open-
source communities, container orchestration platforms like e.g. Docker Swarm and Kubernetes
are becoming highly popular and need highly skilled software engineers to efficiently use them
to design scalable cloud infrastructures and efficient orchestration solutions applying state of
the art cloud agile development methodologies and DevOps practices. DevOps emphasises au-
tomation, collaboration, and communication, which are all essential for managing microservices
at scale enabling organisations to deliver software faster and with greater reliability.

Finally, the highest growth of cloud skills based on specific use cases according to our re-
search results is expected in the area of cloud infrastructures (almost tripling in the next five
years). This can be attributed to the fact that scalability of next generation cloud solutions re-
quires scalable and sustainable storage and data center system architectures. I